
© INNOVATIVE RESEARCH THOUGHTS   | Refereed  |  Peer Reviewed  | Indexed 

ISSN : 2454 – 308X   |   Volume :  04 , Issue : 04 |  January – March  2018 

 

 

 

83 

Cloud Computing: Ranked Keyword Search 
Sonia Malik

*1
, Ms. Sapna Aggarwal

*2
 

1
M.Tech, Jind Institute of  Engineering & Technology, KUK,Haryana (India)soniyamalik90@gmail.com  

2 
Assistant Professor, Jind Institute of  Engineering & Technology, KUK,Haryana (India)                                                                                 

er.sapna.aggarwal@gmail.com  

Abstract: 
Cloud computing becomes more widely prevailed storage for 

outsourced data which may contain more sensitive information 

such as credit card numbers, passwords, e-mails, personal health 

records etc. As the data owners cannot risk their unencrypted 

outsourced data so as the cloud servers. The cloud server may fail 

to keep up the integrity of the cloud data due to hacking or entry 

of unauthorized entities. While searching the data in the cloud 

the attackers prefer the keyword which is not secured properly. 

The existing technique resolves the optimization complexities in 

ranked keyword search and its effective utilization of remotely 

stored encrypted cloud data. But it limits the further 

optimizations of the search results by preventing cloud server to 

interact with cloud users to maintain the integrity of actual 

owner’s keyword and the data associated with it. The aim is to 

define a framework which enhances the accuracy of the ranked 

keyword search by secured machine learning, which does not 

affect the data integrity. Introducing new and interactive access 

permissions allows only specific group of people to guide the 

search engine. This technique lists the exact or necessary search 

results for any encrypted keyword. Due to this learning the 

privacy of the keyword does not get to be violated because, the 

owner of the encrypted keyword has some lists of users to whom 

only the machine should learn for secured and improved search 

results.  

 

General Terms: Efficient Ranked Keyword Search, Search 

engine in Cloud, Security in Search engine.  

Keywords:  
Search in cloud, secured search engines, Inter cloud 

communication in cloud search engines. 

 

1. Introduction:- 
Cloud computing is a model for enabling convenient, on-

demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned 

and released with minimal management effort or service.  

 

However, cloud computing technology challenges many 

traditional approaches to datacenter and enterprise 

application design and management. The effectiveness and 

efficiency of traditional protection mechanisms are being 

reconsidered as the characteristics of this innovative 

deployment model can differ widely from those of  

 

traditional architectures. An alternative perspective on the 

topic of cloud security is that this is but another, although 

quite broad, case of "applied security" and that similar 

security principles that apply in shared multi-user 

mainframe security models apply with cloud security. It is  

The very nature of cloud computing-based services, private 

or public, that promote external management of provided  

 

services. This delivers great 

incentive to cloud computing 

service providers to prioritize 

building and maintaining strong 

management of secure services. 

Security issues have been 

categorized into sensitive data 

access, data segregation, privacy, bug exploitation, recovery, 

accountability, malicious insiders, management console 

security, account control, and multi-tenancy issues. 

Solutions to various cloud security issues vary, from 

cryptography, particularly public key infrastructure (PKI), to 

use of multiple cloud providers, standardization of APIs, 

and improving virtual machine support.  

 

2. Cloud Models:- 
• Delivery Models 

– SaaS(Software as a Service) 

– PaaS (Platform as a Service) 

– IaaS (Infrastructure as a Service) 

• Deployment Models 

– Private cloud 

– Community cloud 

– Public cloud 

– Hybrid cloud 

       

 We propose one more Model: Management Models (trust 

and tenancy issues) 

– Self-managed  

-3rd party managed (e.g. public clouds and VPC) 

 

 
 

Figure 2.1: Impact of cloud computing on the governance 

structure of IT organizations 
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